KFH

This notice sets out how we handle personal data as part of our business
as Kuwait Finance House B.S.C. (c) ("KFH"), and how we protect the
privacy of the individuals whose data we process.
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This Privacy Notice may be updated from time to time. For the latest
version and an overview, please visit https: https://www.bh kfh.com/
privacy-notice/

This privacy notice explains how KFH, operating in the Kingdom of
Bahrain, shall use the personal data collected from you when you
use our services through any of our bank branches, offices, ATMs,
our website, mobile applications, social media channels, other digital
channels, and/or third-parties when you connect with us to start or
manage your relationship with KFH.

KFH recognizes its privileged position in receiving your information
for the purpose of offering financial products, banking services,
promoting offerings, and serving you as a customer and/or any other
individual associated with the Bank. KFH is committed to protecting
the privacy of individuals whose data is processed in accordance with
the principles as set out in the applicable data protection laws.

KFH is the Data Controller of the personal information you have
provided to us, which means we are responsible for determining how
we shall handle and use your personal data. For business efficiency
and the provision of seamless services across geographies, we may
authorize one of our entities or third- parties to process the data on
our behalf.

Definitions

Kuwait Finance House B.S.C. (c) shall be referred to as "KFH" "Kuwait
Finance House”, “Kuwait Finance House Bahrain”, “us”, the "Bank”,
“Company” or “Organization”.

Banking Services: means the banking services offered by the Bank to
the Customer(s), including bank account, all banking products, and/or
ancillary services the Bank shall provide, procure, or make available for
the Customer(s).

Customer: shall refer to Bank customer(s) opt-in to use the Banking
Services in accepting the terms and conditions of the Bank, and duly
complete and execute the account opening application forms and/or
agreement with the Bank in order to subscribe to the available Banking
Services. A Customer(s) may be an individual, a corporate body, a
partnership, a sole proprietorship, or any other form of incorporated
or unincorporated organization(s) or an individual(s) authorized to
manage an account or enter into any form of business with the Bank.

Entities: shall refer to individual business units, branches, partners,
subsidiaries, and affiliates of Kuwait Finance House Group.

Personal Data: Any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who
is living and can be identified, directly or indirectly, by reference to an
identifier such as a name, an identification number, location data, an
online identifier such as IP address or to one or more factors specific to
the physical, physiological, mental, economic, cultural, or social identity
of that natural person.

PDPL: Law No. (30) of 2018 with respect to Personal Data Protection
Law in the Kingdom of Bahrain, as updated or, amended, from time to
time and any rules or regulations implemented pursuant to such.
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Sensitive Personal Data: Sensitive data, or, also known as ‘special
categories of personal data’, is a category of personal data that
requires additional privacy and cannot be processed without
specific measures as per each KFH Entities local data privacy law &
regulations. Sensitive Personal Data pertains to (not limited to): 1)
Race and ethnicity 2) Religious and political views 3) Health, genetic
and biometric data 4) Trade union membership 5) Personal crime
record.
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Data Processing: shall refer to any operation or activity performed
on Personal Data electronically or non-electronically, whether or
not by automated means, including but not limited to, collecting,
recording, organizing, structuring, storing, sharing, reviewing,
adapting, altering, modifying, transferring, archiving or destroying
data. For example, submitting personal details using an account
opening application form, a credit score inquiry authorization, job
application process, etc.

Data Controller: A data controller decides how and why your
information is used and is responsible for ensuring compliance with
PDPL.

Data Processor: The data processor (for example Microsoft Azure,
AFS) processes Personal Data only on behalf of the controller. The
data processor is usually a third-party external to the KFH entity, who
processes the necessary Personal Data pursuant to a written data
processing agreement. However, in the case of group of undertakings,
one undertaking may act as processor for another undertaking.

What information we collect?

In order to serve you better, we shall collect relevant information at
differentintervals depending on the nature of the business, relationship,
context, and purpose, such as:

Personal details, such as name, sex, date of birth, photograph,
social status, etc.

Contact details, such as an address, email address, phone number,
social media handles.

Proof of identity, such as a Smart ID/CPR ID, passport, driving
license, etc.

Financial details, such as, bank account, beneficiary account, credit
score, etc.

Collateral details, such as asset details, bank statements, proof of
income, previous employment records,

Sensitive details, such as religious belief, health information,
medical history, trade union membership, criminal records, political
views;

Market research, promotions and campaign details, such as
information and opinions expressed as part of market research,
social media handle names, etc.

Device-generated and/or collated from digital channels, mobile,
and online banking apps data, such as internet protocol address (IP)
addresses, geolocation data, latitude, longitude, device identifiers,
login details, and other unique identifiers collected using cookies
and other technologies from the computers or mobile devices.

We will collect relevant information about you only in accordance with
applicable laws and regulations. These details shall be collected at
various points in time, such as when an individual visits our website,
internet portals, digital channels, mobile applications, conducts
financial transactions using our services, initiates an account, inquiries
about financing, or participates in employment interviews and/or
vendor onboarding.
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We collect geolocation data, such as your device's latitude, longitude,
and IP address, to provide tailored services, enhance security, fraud
prevention, regulatory compliance, and improve the user experience.
You can manage your preferences and control our access to this data
through your device or browser settings. Please note that restricting
geolocation data collection may affect the availability or functionality
of certain services. We respect your privacy and only use this data as
outlined in our Privacy Notice.

)k

How is your information collected?

Your personal information is typically provided to us directly by you;
however, if necessary, we may also obtain it from other sources. We
collect information from wide-ranging sources, for example:

Products or services you apply for, hold, or held in the past;

Interaction through digital banking channels, apps, telephone
banking or branches;

Directly or indirectly from you, financial advisors, brokers, third
parties, publicly available sources, etc.,

Representative scenarios are outlined below:

Data collected directly from you:

Data collection from paper forms when you open an account,
deposit or withdraw money, enquire and apply for financial services,
etc.

Internet portals or digital channels when you make financial
transactions, fill out job application forms, or access KFH's internet
or mobile banking, etc.

Online application forms when you register online or place an order
for any of our products or services.

Social media channels when you engage with us as part of our
campaigns, promotions, etc.

Branch visits and inquiries, emails, contact centre, and message
boards on social media when you face-to-face communicate with
us, or via any of our electronic channels to manage your banking
relationship with KFH.

When you voluntarily complete a customer survey or provide
feedback on any of our internet forms, message boards, or email.

Data collected from the devices:

Data generated from digital banking channels, computers, and
mobile devices, such as IP addresses, geolocation data, device and
session identifiers in cookies, and other technologies, etc.

Use of cookies such as identifying individuals, personalizing
online content, maintaining, and managing preferences, website
or application traffic, and performance monitoring using Google
analytics, etc.

Use of ATMs and cash deposit machines, such as location, time of
the transactions, CCTV footage, etc

Data generated or enriched by third-parties or public sources:

CPR/National ID Reader information, including name, address,
nationality, sex, and photograph, utilizes government-provided
services for identification and authentication purposes.

Credit score and credit report to provide credit facilities using the
services of credit bureaus .

IP address and device information, such as collecting and
monitoring aggregated data to protect our assets and monitor the
performance of our services.
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Other financial services companies such as those used to fulfill
payment or other services as part of a contract with you, or to
help prevent, detect, and prosecute unlawful acts and fraudulent
behavior.

Government, law enforcement, and fraud prevention agencies.

Publicly available sources, for example, social media or websites.

How we use your information?

Personal Data collected from you will be used to carry out several
services. We will only process your Personal Data if we have your
consent, or we have another legitimate reason for processing it.

Collected data will be processed:

To enter into or carry out an agreement we have with you. For
instance, this could include the delivery of our products and
services, the execution of service contracts with Customers and
vendors, and the execution of employment contracts.

To meet regulatory/legal requirements. For example, Know Your
Customer (KYC) processes, anti-money laundering checks,
regulatory reporting, fraud prevention, mandated credit reference
bureau, etc.

To carry out a specific task in the public interest. For example, it
could involve the detection or prevention of a crime.

To pursue our legitimate interests. For example, up selling, direct
marking purposes, cross-selling of our products and services, new
product launches, overdue money reminders, and recovery, etc.

To communicate with you about our products and services. Direct
marketing services shall be based on your consent with provisions
of communications, and promotions you shall opt-in to participate
therein.

To conduct data analytics to improve products, identify
opportunities, enhance Customer experiences, and manage risks
for existing or prospective customers.

We shall use your information for other reasons listed below (not
limited to):

To deliver our products and services;

To carry out your instructions. For example, fulfilling a payment
request, make changes in your profile;

To carry out checks in relation to your creditworthiness;

To manage our relationship with you, including (unless you inform
us otherwise) displaying products and services tailored to your
interests;

To understand how you use your accounts and services;
To support our banking operations;

To ensure security and business continuity;

To manage risks;

To prevent and detect financial crime for example, fraud, terrorist
financing and money laundering;

To provide online banking, mobile apps, and other online platforms;

To market our products and services using traditional and online
advertising;

To improve our products and services, by analysing how you use
them;

To analyse data for a better understanding of your choices and
preferences, and to tailor our best advice and services to you;

To protect our legal rights and comply with our legal and/or
regulatory obligations;

To undertake system or product development and planning;
For audit and administrative purposes;

For availing or providing investment and/or insurance services.
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How will your data be stored?

)k

Your data is securely and safely stored in storage facilities identified and
managed either by us or by authorized third-parties operating within
the countries we operate in, or third countries. When we authorize a
third-party to store your data, we conduct due diligence, make a risk
assessment, and ensure that such third-parties and overseas (cross-
border) storage, processing depending on the type of Personal Data
comply with our internal policies and applicable data protection laws.

We may retain personal information after you no longer bank with us or
use our platforms, for example, to respond to inquiries and complaints
as required by law and regulations, or to help detect or prevent fraud,
or financial crime, to safeguard our interests or business requirements.

We will delete, anonymize, or encrypt the identity of the individuals,
and/or stop processing Personal Data once the purpose for which the
data was collected or further processed was achieved.

Who may we share your Personal Data with?

We may share your Personal Data with other Entities of Kuwait Finance
House, and concerned third- parties that operate within the countries
we operate in or in third countries. In all these cases, we will process
your Personal Data lawfully and with appropriate measures in place
before sharing or transferring it, in accordance with the applicable laws
and regulations.

When your data is transferred to third countries, international
organizations, we shall implement strict measures to protect your data.
In some countries, where the laws mandate us or our third-parties to
share the data with regulators or to apply different levels of security,
we ensure that the data is shared on a need basis with an appropriate
level of security. Your data is required to be shared overseas to fulfill
the contractual obligations, legal obligations, and for our legitimate
business interests.

The purpose of sharing your data is to deliver a seamless banking
experience across geographies, ensure business and operational
efficiency, integrate with parent companies and ensure data availability
as part of our business continuity strategies.

Key categories of the Personal Data recipients:
Kuwait Finance House Entities, subsidiaries, and associates;
Third parties that can verify your information;

Service providers, vendors, couriers, partners such as external
auditors, legal counsel, and management consultants;

Financial services organizations such as correspondence banks,
merchant banks, and licensed open-banking service providers;

Government authorities, regulators, courts, dispute resolution
bodies, and law enforcement agencies;

Any fund managers and any brokers who provide asset
management services to you and any brokers.

Keeping your information secure

We implement various technical and organisational measures to
keep your information safe and secure . We shall bind our staff and
third-parties, who carry out any work on our behalf, to comply with
appropriate data protection standards, including obligations to protect
any information and to apply appropriate measures for the use and
transfer of information to ensure security, confidentiality, and privacy.

How will your data be used for marketing?

We shall send you information about our products and services that
we think you may benefit from or may be of interest to you. You may
choose how to receive marketing communications at this stage. You
have the right to discontinue receiving marketing communications at
any time. If you no longer wish to be contacted for marketing purposes,
you may unsubscribe or opt-out of such communication by navigating
to our email communications, digital banking channels, by visiting a
branch, or by writing to us at KFHBH.DataProtection@KFH.com

Licensed as an Islamic Retail Bank by the Central Bank of Bahrain
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What are your data protection rights?

)k

We would like to ensure you are fully aware of the rights over your
Personal Data. Every individual whose Personal Data we process is
entitled to the following rights:

The right to access — The right to access and to obtain information
about personal data.

The right to be informed — Individuals have the right to be informed
about the collection and use of their Personal Data. The right to
be informed allows people to understand what will be done with
their data, and, consequently, to make informed decisions and have
more control over their Personal Data.

The right to rectification, blocking and/or erasure — You have the
right to ask the Data Controller to rectify, block or erase your
Personal Data when the processing of such data is in breach of
the provisions of the PDPL, especially if the data is inaccurate,
incomplete, outdated or if its processing is illegal.

The right to object — You have the right to object to processing
your Personal Data, a) If a decision is based solely on automated
processing to assess performance at work, financial standing,
credit-worthiness, reliability or conduct, b) to object to the use
of your Personal Data for direct marketing; ¢c) where there are
reasonable grounds or processing for that purpose or manner is
likely to cause unwarranted substantial damage, being material or
moral, to the data subject or others.

The right to withdraw consent- In the circumstances where you
may have provided your consent to the collecting, processing and
transferring of your personal information for a specific purpose, you
have the right to withdraw your consent for that specific processing
at any time. To withdraw your consent, please contact us at the
email address provided below, or visit any of our bank branches.
Once we have received your withdrawal of consent request, we will
no longer process your information for the purpose or purposes
you originally agreed to, unless we have another legitimate basis
for doing so in law.

If you wish to exercise any of these rights, if you have any queries
about how we use your personal information that please contact us at
KFHBH.DataProtection@KFH.com

What we expect from you?

As the owner of your data, it is your duty to ensure that the Personal
Data and information you provide to us is accurate, up-to-date, and
authentic.

Kindly notify us promptly of any changes that may occur to the
personal information you have provided to us, including your contact
details. In the same way, if you believe that we have gathered personal
information about you that is false, kindly notify us.

Is it mandatory to disclose your personal information?

Responding to all questions about personal data is normally optional;
however, failing to disclose certain information may impair our ability
to deliver specific services. In circumstances where submitting your
Personal Data is optional, we will aim to make this apparent, for example,
by noting in application forms whether data fields can be left blank.

We are committed to respecting your privacy choices and handling
your data securely, confidentially and in compliance with privacy laws.

Other website privacy notices

The website of Kuwait Finance House contains links to portals of other
Entities and other third-party websites. This privacy notice applies only
to the website, applications, portals, and/or digital channels of Kuwait
Finance House B.S.C. (c). So, if you click on a link to another portal or
website, you shall assume doing so at your own responsibility, and you
shall read other portal or website privacy notice.

Licensed as an Islamic Retail Bank by the Central Bank of Bahrain
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Cookies

Cookies are text files placed on your computer to collect standard
internet log-in information, visitor behavior, and website traffic
information. When you visit our website(s), we shall collect information
from you automatically through cookies or similar technology.

What types of cookies do we use?

On our website we shall use the following types of cookies:

. Strictly Necessary Cookies - These cookies are essential to
browse the site and use its features, such as accessing secure
areas of the site. Without these cookies, the services you have
asked for cannot be provided.

. Functionality Cookies - These cookies allow a site to remember
choices you make (such as your user's name, language, or the
region you are in) and provide more enhanced personal features.
These cookies cannot track your browsing activity on other
websites. They do not gather any information about you that
could be used for advertising or remembering where you have
been on the internet outside our site.

. Performance Cookies - These cookies collect information about
your visit and use of this website, for instance, which pages you
visit the most often, and error messages you notice on our web
pages. All information these cookies collect shall be processed
anonymously by us and is only used to improve website
performance.

a. Google Analytics Cookies are used to tracking website traffic
and performance. These cookies are used to distinguish
unigue users by assigning a randomly generated number as
a client identifier. It is included in each page request in a site
and used to calculate visitor, session, and campaign data
for the site’s analytics reports. By default, Google Analytics
cookies are set to expire after 2 years notwithstanding it is
customizable by website owners.

b. Google ReCAPTCHA Cookies are used to protect websites
from spam and abuse.

How to contact us?

Should you have any questions about this privacy notice, the data
we process, or you would like to exercise one of your data protection
rights, you please contact us at: KFHBH.DataProtection@KFH.com

Address:

Kuwait Finance House B.S.C. (c)

Building 2495, Road 2832, Al Seef District 428, P.O. Box 2424,
Manama, Kingdom of Bahrain

Got a complaint?

If you have any concerns or complaints about how we process your
Personal Data or anything else, please contact us for resolution.

Inaddition, you have the right to complain to the Bahrain Data Protection
Authority (PDPA) at http://www.pdp.gov.bh/en/contact.html.

Licensed as an Islamic Retail Bank by the Central Bank of Bahrain
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